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Sageworks Analyst Core Integration 
Submitting Initial Extracts 
During an integration project, files or extracts from core banking platforms and other systems can be submitted by 
logging in to Sageworks Analyst and navigating to: 
 

      > Core Integration > Submit Initial Extracts 

Encrypted Files & Extracts 
Extracts are transferred via a secure HTTPS connection that follows one (1) of two (2) process scenarios defined 
below. 

Scenario A:  Unique Encryption Key Already Assigned 
When an initial extract is received by Abrigo systems, the extract is immediately encrypted using 256-bit AES 
encryption (symmetric-key cryptography) with a unique, customer-specific key (4096-bit RSA).  The AES key is 
generated immediately before the transfer of each extract to Abrigo.  The private RSA key is not released and kept 
internally within the Abrigo environment. 

Scenario B:  No Unique Encryption Key Assigned 
When an initial extract is received by Abrigo systems, the extract is immediately encrypted utilizing a public 2048-bit 
RSA (public-key cryptography system) key which in turn encrypts a unique 256-bit AES (symmetric-key cryptography 
system) key for each extract.  The AES key is generated immediately before the transfer of each extract to Abrigo.  
The private RSA key is not released and kept internally within the Abrigo environment. 

Encryption Key Assignment 
A unique, customer-specific encryption key is systematically assigned by Abrigo when an end user at a financial 
institution logs in to Sageworks Analyst and navigates to: 
 

     > Core Integration > Manage Sageworks Uploader 
 
This unique key is correlated with the Sageworks Uploader utility installation for the financial institution. 
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Sageworks Uploader 
The Sageworks Uploader utility transfers data files from the financial institution’s server to Abrigo systems.  During 
setup of Sageworks Uploader, the user specifies the location and names of the files to be transferred on a recurring 
basis.  The application can be added to a job scheduling utility, such as Windows Task Scheduler, to automatically 
run periodically at a time and frequency (e.g., daily, monthly, or quarterly) commensurate with the financial 
institution’s needs. 
 
The files are encrypted on the financial institution’s server and transmitted via a secure connection to Abrigo, where 
the files are stored in an encrypted format and queued for processing into the financial institution’s Sageworks 
Analyst account. 

Technical Requirements 
● Sageworks Analyst username and password 
● Exact source directory path and name of integration extract reports 
● Microsoft .NET Framework 4.8 or higher 
● TLS 1.2 or TLS 1.3 support 
● Outbound connectivity over port 443/TCP to IP ranges: 

209.34.255.0/24 (209.34.255.0 –209.34.255.255) 
128.136.104.0/24 (128.136.104.1 –128.136.104.255) 

Technical Details 
The Sageworks Uploader application utilizes a 4,096-bit RSA key (public-key cryptography system) in order to 
encrypt using a unique 256-bit AES key (symmetric-key cryptography system) for each file.  The AES key is 
generated immediately before the transfer of each file to Abrigo.  The private RSA key is not released and kept 
internal to Abrigo’s secure environment.  Additionally, each data file is securely transferred via HTTPS. 
 
For instructions or assistance installing the Sageworks Uploader, please email:  customer.support@abrigo.com 
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Sageworks Connections 
The Sageworks Connections utility transfers data files from Abrigo systems to the financial institution’s server.  The 
application can be added to a job scheduling utility, such as Windows Task Scheduler, to automatically run 
periodically at a time and frequency (e.g., daily, monthly, or quarterly) commensurate with the financial institution’s 
needs. 
 
The files are encrypted on Abrigo systems and transmitted via a secure connection to the financial institution, where 
they are decrypted in preparation for use by the financial institution. 

Technical Requirements 
● Sageworks Analyst username and password 
● Exact source directory path to save files 
● Microsoft .NET Framework 4.8 or higher 
● TLS 1.2 or TLS 1.3 support 
● Outbound connectivity over port 443 to IP ranges: 

209.34.255.0/24 (209.34.255.0 – 209.34.255.255) 
128.136.104.0/24 (128.136.104.1 – 128.136.104.255) 

Technical Details 
The Sageworks Connections application utilizes a unique, Abrigo-issued 4,096-bit RSA key (public-key cryptography 
system) for every installation of Sageworks Connections, which is stored locally in the financial institution’s 
environment.  Each transferred file from Abrigo is encrypted with a unique 256-bit AES key (symmetric-key 
cryptography system), which is in turn encrypted using the RSA key.  A new RSA key can be generated upon request 
by the financial institution.  Additionally, each data file is securely transferred via HTTPS. 
 
Sageworks Connections is configured with the directory in which to save files along with file name handling and 
other parameters. 
 
For instructions or assistance installing Sageworks Connections, please email:  customer.support@abrigo.com 


